
 

CYBER SECURITY AND FERPA TRAINING 
Locations: Sioux Falls, Chamberlain/Oacoma, Rapid City 

Dates:  September 17th in Sioux Falls  
USD Avera Hall, 4801 N. Career Ave. Sioux Falls, SD. 

  September 18th in Chamberlain/Oacoma 
Cedar Shores Conference Center, 1500 Shoreline Dr. Oacoma, SD. 

September 19th in Rapid City 
Western Dakota Tech Events Center, 800 Mickelson Drive, Rapid City, SD. 

Time:  9 AM – 4 PM (Lunch is on your own) 

Presenters: Members of the US Dept of Education PTAC (Privacy Technical Assistance Center) 
and Staff from SD DOE.   

 

Agenda Items: 

9:00 AM – 9:05 AM  Welcome and Housekeeping items 

9:05 AM – 10:30 AM  FERPA Deep Dive 

This presentation will review the basics of the Family Education 
Rights and Privacy Act (FERPA) and delve into common scenarios 
faced by districts. It is intended for anyone who works with 
personally identifiable student data daily, from the classroom 
teacher to the district superintendent. This session will improve your 
understanding of FERPA and the context for the law and reduce 
misconceptions and misunderstandings about FERPA.  

10:30 AM – 10:45 AM  Break  

10:45 AM – 11:30 AM  Vetting EdTech 

Do you use educational technology in your school? Did you ever want 
help decoding the ‘legalese’ contained in those Terms of Service 
Agreement? Did you ever wonder how those apps and service 
protect student privacy? PTAC has the answers! This session will 
explore both the importance of and how online educational 
technology can be assessed for privacy protections and general 
compliance with the Family Educational Rights and Privacy Act 
(FERPA). 

  



 

 

11:30 AM – 12:30 PM  Anatomy of a Hack 

A Look Inside the Mind of the Attacker - We hear it all the time: 
“Another school falling victim to a cyberattack!" Join PTAC as we 
take you along on a real cyberattack against a simulated school. 
You'll see firsthand how attackers pick out their targets, exploit 
vulnerabilities, and break into school data systems. Come behind 
the scenes with us and get inside the mind of the attacker so you 
can better understand how to protect your own systems.  

12:30 PM – 1:30 PM Lunch on your own. 

1:30 PM – 2:30 PM Data Breach Response 

This interactive presentation puts attendees in the driver’s seat for a 
simulated data breach. Attendees will be faced with a simulated 
data breach scenario and must make the critical decisions in 
addressing an ongoing breach, avoiding pitfalls, and guiding an 
organization through the difficult and often murky issues facing 
organizations during that time. The session is intended to highlight 
best practices in incident response and familiarize the attendees 
with general concepts of cyber incident response while providing a 
safe space to discuss incident response questions as the group 
navigates the scenario. This session will be tailored to IT and School 
Administration and School Board Members. 

2:30 PM – 2:45 PM  Break 

2:45 PM – 4:00 PM  What happens when you are hacked…. Who do you call? 

This presentation will take you through a school district data breach 
and will provide districts with a step-by-step guide of who to call and 
additional resources available to districts to help prepare for – and 
survive – a cyber security data breach. 


